PRIVACY NOTICE
This website provides information about Heartbeat Ideas, a division of Publicis Health, LLC
(“Heartbeat”), its general business, services offered and employment inquiries. This Privacy Notice sets
out how we use and protect any information we collect through this website.

Introduction
Any data collected through www.weareheartbeat.com (the “Website”), including personal information,
will be used for the purposes set out at II in this Privacy Notice. Once collected, personal information will
not be used for a different purpose incompatible without your consent. Heartbeat is regarded as the Data
Controller or Business.
We take the protection of data privacy very seriously. All personal information collected through the
Website will be treated as confidential and will only be used as set out in this Privacy Notice. The
applicable data protection laws shall be respected infull.
Therefore, please read this Privacy Notice thoroughly. If you disagree with the way personal information
will be used, please do not use this Website or provide your personal information through the Website.
We may include links on the Website to other websites including social media platforms. This Privacy
Notice only covers how we use personal information and does not cover these other websites. We
encourage you to read the privacy notices available on other websites you visit.

1.

What personal information do we collect and process?

The following table describes the categories of personal information we collect and the sources of such
personal information.
Category
Identification and contact data:
First name, last name, e-mail address
[any other contact details provided in a
message submitted by you to Heartbeat
through the Website]

Your verbatim communications to us or
shared on the public areas of our site

Categories Of Sources
• We will collect this directly from you when you send us
your questions or comments using the inquiry form.
• We may collect this from advertising networks, internet
service providers, data analytics providers, operating
systems and social networks.

• We will collect this directly from you when you send us
your questions or comments using the inquiry form

2.

Purpose of data collection and legal grounds we rely on

The following table provides information about our purposes for collecting your personal information:
Our Purposes for collecting and
using personal information
To read and respond to your message(s), sent using
our online inquiry form at www.weareheartbeat.com

To contact you where you have indicated you wish to
receive news from us related to either our services
or employment.

Other internal purposes, for example:
For internal research, internal operations, auditing,
detecting security incidents, debugging, short-term
and transient use, quality control, website functionality
monitoring and legal compliance. We use the
information collected from our own website for the
above, as well as for our own marketing purposes.

Basis for processing
• Performance of a contract to which you are a
party, if you contact us about our services, or
our legitimate interest to respond to
individuals’ queries.
• Consent, where you indicate that you want to
receive marketing material from us or
employment related news or information.

• Legitimate interest to support our internal
operations and conduct research

We also may share any of the personal information we collect as follows:
Sharing with other group entities or service providers: As a global organization, we are always
susceptible to share limited data with other entities within our group or with selected service providers
(as described under III), either to benefit from additional support (technical or otherwise), or to provide
you with services you have requested from us.
Sharing for Legal Purposes: In addition, we may share personal information with third parties in order
to: (a) comply with legal process or a regulatory investigation (e.g. regulatory authorities’ investigation,
subpoena, or court order); (b) enforce our Terms of Service, this Privacy Policy, or other contracts with
you, including investigation of potential violations thereof; (c) respond to claims that any content
violates the rights of third parties; and/or (d) protect the rights, property or personal safety of us, our
platform, our customers, our agents and affiliates, its users and/or the public. We likewise may provide
information to other companies and organizations (including law enforcement) for fraud protection, and
spam/malware prevention, and similar purposes.
Sharing In Event of a Corporate Transaction: We may also share personal information in the event of a
major corporate transaction, including for example a merger, investment, acquisition, reorganization,
consolidation, bankruptcy, liquidation, or sale of some or all of our assets, or for purposes of due
diligence connected with any such transaction.

Aggregate, Deidentified, or Anonymised Information: We may aggregate, de-identify and/or
anonymise any information collected so that such information can no longer be linked to you or your
device (“Aggregate/De-Identified Information”). We may use Aggregate/De-Identified Information for any
purpose, including without limitation for research and marketing purposes, and may also share such
data with any third parties, including advertisers, promotional partners, and sponsors, in our discretion.

3.

Who is processing the personal information?

Employees of Publicis Health and other Publicis Groupe agencies (e.g., from Sales, Marketing,
Communications, IT, Operations, and Talent) are processing your personal information for marketing
efforts and talent acquisition purposes. Any processing of your personal information by these employees
is in accordance with our instructions.
If the services of third parties for the technical maintenance, administration or processing of data are
required, your personal information will be accessed by these parties only to the extent that is required
to ensure a smooth and secure technical handling of the Website and in compliance with applicable law,
including with respect to data confidentiality, privacy and security.

4.

Your rights regarding your personal information

You may exercise the following legal rights regarding any personal information that we hold about you.
• The right of access
• The right to rectification
• The right to erasure
• The right to object
• The right to restrict processing
• The right to data portability
• The right to withdraw your consent to the processing of your personal information at any time

Your personal information will be stored in accordance with our applicable data retention requirements
and corporate policies. The retention period for your personal information varies depending on the type
of personal information and the purposes of processing it.

5.

Viewing, editing, updating or deletion of your personal information:

Please contact marketing@weareheartbeat.com if you want to see any personal information stored
about you in our records. We will honor your legal right to view your personal information in accordance
with applicable privacy law. If you think that any of the personal information collected through the
Website is incorrect, confusing or incomplete, please contact marketing@weareheartbeat.com. You may
also ask us to erase, restrict or port your personal information and you may tell us if you object to our use
of your personal information.
Personal information will be stored by us in accordance with our applicable data retention
requirements and corporate policies.

6.

Your California Rights and Choices

Without being discriminated against for exercising these rights, California residents have the right to
request that we disclose what personal information we collect from you, to delete that information, and
to opt-out of the sale of your personal information, subject to certain restrictions. You also have the right
to designate an agent to exercise these rights on your behalf. This section describes how to exercise
those rights and our process for handling those requests.
a. Right to request access to your personal information

California residents have the right to request that we disclose what categories of your personal
information that we collect, use, or sell. You may also request the specific pieces of personal information
that we have collected from you. However, we may withhold some personal information where the risk
to you or our business is too great to disclose the information.
b. Right to request deletion to your personal information

You may also request that we delete any personal information that we collected from you, such as if you
have been a customer of ours. (Note that this is different from your right to “opt out” of us selling your
personal information, which is described below; also note that we do not generally collect personal
information directly from consumers.) However, we may retain personal information for certain
important purposes, such as (a) to protect our business, systems, and users from fraudulent activity, (b)
to address technical issues that impair existing functionality (such as de-bugging purposes), (c) as
necessary for us, or others, to exercise their free speech or other rights, (d) to comply with law
enforcement requests pursuant to lawful process, (e) for scientific or historical research, (f) for our own
internal purposes reasonably related to your relationship with us, or to comply with legal obligations.
Additionally, we need certain types of information so that we can provide our Services to you. If you ask
us to delete it, you may no longer be able to access or use our Services.
c. How to exercise your access, opt-out and (if applicable) deletion rights

California residents may exercise their California privacy rights by sending an email to
marketing@weareheartbeat.com, submitting your request on www.weareheartbeat.com, or by
contacting us at 212-812-2233.
For security purposes (and as required under California law), we will verify your identity—in part by
requesting certain information from you—when you request to exercise your California privacy rights.
For instance, if you request categories or specific pieces of personal information we have received about
you, you may need to confirm your possession of an identifier (such as an email address) or to provide a
piece of identification that confirms you are the person you claim to be.
Once we have verified your identity, we will respond to your request as appropriate:
• Where you have requested the categories of personal information that we have collected about you, we

will provide a list of those categories.
• Where you have requested specific pieces of personal information, we will provide the information you
have requested, to the extent required under the CCPA and provided we do not believe there is an
overriding privacy or security concern to doing so.

• Where you have requested that we delete personal information that we have collected from you, we

will seek to confirm whether your request is for an “opt out” or a “deletion”: because “opt out” or “do
not sell” rights enable us to maintain your information for “suppression” purposes – i.e., to prevent us
from selling information about you in the future (which is what many consumers requesting “deletion”
actually desire to occur), we try to explain this in order to ensure we are meeting consumers’
preferences. (In addition, “deletion” rights only apply to information that we have collected “from”
consumers – which does not apply to much of the information in our databases.)
• Upon completion of the above process, we will send you a notice that explains the categories of
personal information we were able to locate about you, whether we (1) deleted, (2) deidentified, or (3)
retained the information we collected from you. Certain information may be exempt from such
requests under applicable law.
If we are unable to complete your requests fully for any of the reasons above, we will provide you
additional information about the reasons that we could not comply with your request.
d. Right to nondiscrimination.

We will not deny, charge different prices for, or provide a different level of quality of goods or services if
you choose to exercise these rights.
e. Right to Opt-out of the sale of your personal information.

California residents may opt out of the “sale” of their personal information. California law broadly defines
what constitutes a “sale” – including in the definition making available a wide variety of information in
exchange for “valuable consideration.”
WE DO NOT SELL ANY PERSONAL INFORMATION AS THE TERM ‘SELL’ IS USED IN THE CCPA.
f. Information About Persons Under 16 Years of Age

We do not knowingly collect personal information from minors under 16 years of age in California unless
we have received legal consent to do so. If we learn that personal information from such California
residents has been collected, we will take reasonable steps to remove their information from our
database (or to obtain legally required consent).
g. Authorized Agents

You may also designate an agent to make requests to exercise your rights under CCPA as described
above. We will take steps both to verify the identity of the person seeking to exercise their rights as listed
above, and to verify that your agent has been authorized to make a request on your behalf through
providing us with a signed written authorization or a copy of a power of attorney.

7.

Data Security

We use a variety of methods, such as firewalls, intrusion detection software and manual security
procedures, to secure your data against loss or damage and to help protect the accuracy and security of
personal information and to prevent unauthorized access or improper use. If you think that the Website
or any personal information is not secure or that there has been unauthorized access to the Website or
your personal information, please contact marketing@weareheartbeat.com immediately.

8.

Confidentiality

Please note that we treat personal information as strictly confidential.

9.

Use of cookies, other tracking technology, social media and social
media plug-ins

Cookies are small pieces of text or code sent to your device when you visit the Website. Cookies are used
to optimize the viewing experience, count visitors to a webpage, troubleshoot any problems, keep
websites secure, and better serve content. The following cookies are used on the Website:
• Functional and required cookies are always used to allow our hosting platform, to securely serve this

Website to you.
• Analytics and performance cookies are used on the Website to view site traffic, activity, and other
analytics data.
Overall, cookies help us provide you with a better website, by enabling us to monitor which pages you
find useful and which you do not. You can choose to accept or decline cookies. Most web browsers
automatically accept cookies, but you can usually modify your browser setting to decline cookies if you
prefer. This may prevent you from taking full advantage of the website.
If you follow us on social media (for example, through our accounts on LinkedIn, Facebook, Twitter or
Instagram), we will also collect personal information about you in order to understand our followers
better and understand the public response to our products and services. We may use this information to
engage in social listening to identify and assess what is being said about us publicly to understand
industry trends and market sentiment.
We have no control over how social media platforms use your personal information. We encourage you
to read the privacy notices on the various social media platforms you use.
Find out more about how these social media platforms use your personal information:
Facebook
Twitter
YouTube (Google’s general privacy policy)
Instagram
LinkedIn

10.

Notification of changes

Should we wish to change this Privacy Notice, if you have already provided personal information through
this Website, we will contact you to inform you of the new Privacy Notice and, in some circumstances, we
may need to obtain your consent to the changes. In other circumstances, any such changes to this
Privacy Notice will be promptly communicated on this page and you should check back to see whether
there are any changes. Continued use of the Website after a change in the Privacy Notice indicates your
acknowledgement and acceptance of the use of personal information in accordance with the amended
Privacy Notice
Should we wish to change this Privacy Notice, if you have already provided personal information through
this Website, we will contact you to inform you of the new Privacy Notice and, in some circumstances, we
may need to obtain your consent to the changes. In other circumstances, any such changes to this
Privacy Notice will be promptly communicated on this page and you should check back to see whether
there are any changes. Continued use of the Website after a change in the Privacy Notice indicates your
acknowledgement and acceptance of the use of personal information in accordance with the amended
Privacy Notice.
If you wish to save this text, please mark the entire statement (e.g. with your mouse) and copy-paste by
pushing ctrl-c.

11.

Further Information

For further information on Heartbeat please visit our website – www.weareheartbeat.com
If you consider that we are not complying with this Privacy Notice or if you have any questions in relation
to this Privacy Notice, please contact marketing@weareheartbeat.com. You may also lodge a formal
complaint with your competent data protection authority. If you have any questions about Heartbeat's
collection of your data, you wish to exercise your rights or know about the contractual protections in
place, please contact the Publicis Chief Data Privacy Officer on privacyofficer@publicisgroupe.com and
reference Heartbeat in your communications.
If you think that we are not compliant with the principles set out in this Privacy Notice, if you are
unsatisfied with the way we process your personal information or if your request to exercise your rights
set forth above has been rejected, you may also lodge a formal complaint with your local data protection
authority.
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